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COMMUNICATIONS
EFFECTIVE 06/05/2005

4.100
PURPOSE
It is the purpose of this policy to inform International Police Liaison Officers (IPLOs) of the available communication systems and their capabilities in Iraq.
1.
Explain the abilities of the radio and phone systems.
2.
Define a protocol for communications.
3.
Define the different communication centers and their capabilities.
4.
Provide a guideline for emergency communications and notifications.
4.101
COMMUNICATION DEVICES
All of the devices below have been issued in several different models.  It is paramount that all IPLOs become familiar with the devices they will be utilizing.  Owner’s manuals and personal instruction are available through Communications.  
1.
Portables -- hand held radios with rechargeable batteries operating on UHF frequencies.  Channels are changed by a selector knob and can communicate with multiple other radios.  Primarily used for distances of approximately 10 miles on a repeater setting and line of sight when on simplex.
2.
Codan Mobile – hard mounted radio in vehicles operating on HF frequencies.  Channels are opened by dialing in a code to another radio.  Have a reliable range of approximately 500 miles in their current application.  The Codan also has an additional feature allowing dispatch to track the radio by satellite (GPS) when it is operating.
3.
Satellite Phones – portable phone with re-chargeable batteries that utilize an outside satellite service to make direct calls to another phone.  Has longer range and better reception as long as connection to a satellite can be made.  
4.
Cellular Phones – portable phone with re-chargeable batteries that utilize an outside cellular service to make direct calls or text message another phone.  Has a range that is reliant on the service provided and repeater towers available.  This is a pre-paid system and the IPLO must maintain a balance on his/her account to make calls.  When changing regions, the IPLO must have the SIM card replaced for that region, if an option, as not all areas of Iraq has cellular service available at this date.

4.102
REGIONAL COMMUNICATION CENTERS
A.

Shark Base– Located at the Baghdad Hotel and is use by security personnel, personal security details (PSD) and all IPLOs with in the general area of Baghdad.  This center is operated 24 hours per day 7 days a week and monitors all communication devices. (UHF Repeater Frequency)
B.
Tikrit Base - Located at Tikrit Regional Administration Office and is used by all IPLOs within the general area of Tikrit. This radio is operated 24 hours per day 7 days a week and monitors all communication devices (UHF Repeater Frequency)

C.
Mosul Base – There is not a base communications as of this date.

D.
Ramadi Base –There is not a base communications as of this date.

E.
Babylon Base –There is not a base communications as of this date.

F.
Basrah Base – Located in the Basrah Regional Office at the Embassy Compound and is used by IPLOs within the AOR. Not monitored full time and not reliable at this date. (UHF Repeater Frequency)
4.103
EMERGENCY PROTOCOL 
A.
The protocols suggested in this section are to give a basis on how to reach communications by the fastest means available.  They are currently only available to IPLOs working in the Baghdad Region for the most part.  In the majority of the other regions, communications will be simplex (car to car) or Codan radios, cellular if available and satellite phones.  Other options may be available through local Military support. 
B.
Probably the most important part of this protocol is that each unit or team should file a Parade Sheet form (PS-1), prior to leaving a secure green zone or base each day. This will ensure that your regional communications or regional command is aware of your anticipated travel route and itinerary. This procedure also applies to IPLOs that are traveling with military units, as much as practical and possible.  Each “parade sheet” should include a minimum:

1.
Names of IPLOs in convoy


2.
Vehicle #s in convoy and call signs


3.
Destination 


4.
Travel route and alternate routes

C.
Each team leader should brief all IPLOs in the convoy of their intended route and alternates prior to departure.  

D. In each vehicle the Codan Radio should be turned on to initiate the GPS tracking system. The front passenger should have his/her portable on a simplex frequency to communicate with other vehicles in the convoy.  At least one other person should have his/her radio on repeater A to allow for communications with the appropriate Regional Base.
4.104
COMMUNICATION NUMBERS
A.
Tactical Operations Center- Shark Base in Baghdad area is operating 24/7 and can be reached by several different methods.

1.
Sat phone (Thuraya)
#1



+8821654205062

2.
Iraqna phone

#1



+9647901927643

3.
Iraqna phone

#2



+9647901927652

4.
MCI phone

#1



+19143604291


5.
VOIP


#1



0012145501342

6.
Codan


Baghdad Base


1123


7.
E-mail


toc@dyncorp-civpol-iraq.net
B.
It is recommended that all IPLOs that are assigned to an area where a mobile service is available to add all of the listed phone numbers into their issued cell phones and the same with all IPLOs who have satellite phones.
C.
In case of an emergency, Baghdad base will contact the Military Joint Chief of Command (JCC) and advise them of the situation.  Their direct phone # is 079001924683.  This number is only to be used by IPLOs in cases of emergency – they do not provide information, just take information.
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